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About Tufts UniversityAbout Tufts University

Private university established 1852Private university established 1852
3 campuses in the Boston-area; 1 international 
campusp
9,000 full-time and 1,000 part-time students
12 undergraduate and graduate schools including12 undergraduate and graduate schools including 
Medical, Dental, Veterinary and Nutrition
Multiple programs abroadu p e p og s b o d
4,100 faculty and staff 
$2 billion in assets of which 70% is in$2 billion in assets of which 70% is in 
investments and cash



Business at TuftsBusiness at Tufts 

All financial processes are centrally managedAll financial processes are centrally managed
Some IT resources are managed by central IT, 
but deployment decentralized at school-levelp y
40+ merchant departments and growing
125 000 annual transactions and growing125,000 annual transactions and growing
Processing methods: card present, MOTO, web 
forms, virtual terminals, eCommerceo s, v u e s, eCo e ce
Central Administration pays for most credit card 
and eCommerce-related fees



PCI DSS Introduction and ResponsePCI DSS Introduction and Response

S i dit d i f tiServer processing credit card information 
breached in 2005 
Deemed Level 1 by acquirerDeemed Level 1 by acquirer 
VPs of Finance and IT sponsored joint task force 
consisting of Treasury and IT personnelconsisting of Treasury and IT personnel
Engaged services of QSA
Engaged consultant to support projectEngaged consultant to support project 
management, documentation and outreach
Project goal: University compliance and PCIProject goal: University compliance and PCI 
DSS certification



PCI DSS Introduction and Response: 
Discovery Process

Searched web sites 
Inquired about serversq
Reviewed service and software providers’ 
contracts
Searched files and archives that contain credit 
card information
Identified and reined in the rogue processors



PCI DSS Introduction and Response: 
Critical Decisions
Two critical policy decisions were made that lay theTwo critical policy decisions were made that lay the 

cornerstone of the project:
Tufts would not allow the storage of anyTufts would not allow the storage of any 
complete credit card data on any University 
owned/controlled computers, servers, desktops, 
laptops, disks, flash drives, etc.
All eCommerce must be conducted by using the 
University’s “Authorized Vendor” 



Functional Strategy: Get HostedFunctional Strategy: Get Hosted

Select an Authorized Vendor to provide exclusive p
hosted payment gateway services

Identified potential  eCommerce business partners
dIssued RFP

Involved cross selection of departments in the selection 
process: Treasury, Finance,  UIT, Bursar, Clinics, p y, , , , ,
Advancement

Convert existing online commerce to Authorized 
VendorVendor
Implement all new eCommerce via Authorized 
VendorVendor



Functional Strategy: Develop PolicyFunctional Strategy: Develop Policy

University Policy for Accepting Credit Card andUniversity Policy for Accepting Credit Card and 
eCommerce Payments

Background and applicabilityg pp y
Implementation process
Define roles and responsibilities MDRPDefine roles and responsibilities, MDRP
Process for responding to security breach
Links to additional informationLinks to additional information



Functional Strategy: 
Formalize Procedures
Create “Application to Become a Merchant pp

Department”
Purpose of business, revenue and economic benefits 

t d f ti dit d texpected from accepting credit card payments 
Third parties/software packages that will be 
involved in the processing of credit cards.involved in the processing of credit cards.
Designate the MDRP 
Required approvals of Department Manager and 
school’s Budget and Fiscal Officer
Signatures acknowledge that have read and 
understand the University Policy role andunderstand the University Policy, role and 
responsibilities



Technical StewardshipTechnical Stewardship

Liaison with technical and assessor staffLiaison with technical and assessor staff
Identify systems to scan and/or shut down 
Coordinate quarterly scans and annual penetrationCoordinate quarterly scans and annual penetration
Renegotiate contracts with addendums stipulating 
the need to adhere to the PCI DSS requirementsthe need to adhere to the PCI DSS requirements
Investigate and determine best practices for proper 
disposal of materials containing credit card and d spos o e s co g c ed c d d
personal data



Tufts University Payment Card 
Information Standards and Procedures
Draft Standards and Procedures for CertificationDraft Standards and Procedures for Certification

Purchased template
Tracks PCI Audit StandardsTracks PCI Audit Standards
Tool to control scope



Communication and Outreach:
Communicating at All Levels

Executive Administrative Deans 
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University-wide Newsletter



Communication and Outreach: 
Merchant Department Handbook
University Policies related to credit card processingy p g
12 standards of the PCI DSS
Roles and Responsibilities

h b kChargeback process
Contact information - equipment, troubleshooting, 
suppliessupplies
Breach or suspected breach instructions
Forms for annual compliance:

Self Assessment Questionnaire
Annual Merchant Department Employee Terms of Use 
Agreementg



Communication and Outreach: 
Merchant Department Handbook Sample Pages



Communication and Outreach: 
Training Sessions/Site Visits  
Training sessions/site visits with merchantTraining sessions/site visits with merchant 

departments:
Required attendance for all MDRPsq
Delivered and referenced MD Handbook 
Introduction to PCI DSS and University’sIntroduction to PCI DSS and University s 
efforts
Established cooperative working relationshipss b s ed coope ve wo g e o s ps
Discovery and problem solving



Communication and Outreach: 
Internal Documentation
Treasury and UIT PCI DSS ManualTreasury and UIT PCI DSS Manual 

Explicit instructions for credit card and 
eCommerce processesp
Breach roles, responsibilities and tasks
Contact informationContact information



Ongoing Compliance ProcessOngoing Compliance Process

Quarterly:Q y
Continue scanning servers until brought offline

A llAnnually:
Staff Handling Credit Card Data: complete the 
“Tufts Merchant Department Annual Employee p p y
Terms of Use Agreement”
Merchant Department-complete the appropriate 
SAQ as determined by Treasury OfficeSAQ as determined by Treasury Office
Conduct Penetration Test
Treasury- compiles all SAQs and submits y p Q
University SAQ to acquirer-updates handbook as 
needed
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